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Executive Summary

On 2 January 2024, Malaysia’s government launched PADU, a Central Database Hub for 
targeted subsidies. Despite low registration and security concerns, PADU aims to improve 
assistance by centralising income and socio-economic data, ultimately enabling inclusive 
targeting.

Beyond enabling a data-informed subsidy targeting mechanism, PADU could improve 
inclusive policy-making and increase the effectiveness of long-term welfare planning and 
poverty alleviation.

Alas, the current implementation of PADU requires close review due to data security 
deficiencies in the public sector, the potential misuse of personal data for political gain, and 
biases, loopholes and leakages from manual registration and self-reporting.

We recommend that PADU prioritise the integration of existing formal sector databases, 
design data-gathering approaches for the informal sector and hard-to-reach individuals, and 
develop clear data-sharing protocols between agencies and departments. This could ensure 
a comprehensive coverage of individuals with and without existing government records. 

In terms of data reconciliation and outreach, local government, including the village chiefs 
(MPKK) and state assembly persons (ADUN), can help update individual data and promote 
PADU registration by virtue of their close ties with the community. Communication 
channels with MPKK and ADUN have to be established. We should also explore integration 
options between PADU and existing social programmes.

To ensure the success of PADU, strong access controls, multi-factor authentication, and 
regular vulnerability scans are needed. A trustworthy database system must have a clear data 
governance framework, risk assessment, and transparent communication about data security 
practices. Continuous monitoring and adaptation are key to staying ahead of evolving 
threats.

Background

A comprehensive database system governed by the government is an impetus to ensure that the 
government's financial assistance, subsidies and social protection are effectively carried out. While 
the existing cash transfer Rahmah Cash Aid scheme (STR) to low-income households and social 
protection programmes have covered at least half of Malaysia's households and adult individuals, the 
government seeks to establish a comprehensive database to enable an inclusive subsidy targeting 
mechanism. 

The Central Database Hub or Pangkalan Data Utama (PADU) is a collaborative initiative by the 
Ministry of Economy, the Department of Statistics, and the Malaysian Administrative Modernisation 
and Management Planning Unit (MAMPU) established to solve these data gaps. PADU is a central 
depository for national household income and socioeconomic data. It contains individual information 
encompassing address, education, household members, employment, wages, expenditures, and 
government assistance. It is intended to serve as a central database for rolling out targeted subsidies. 
Since its launch on 2 January 2024, the government has encouraged Malaysians to register and key 
these particulars into the system. Although the number of registrations has increased over time, the 
number of people who completed the registration process - including submitting a selfie and a 
snapshot of a national registration identity card (NRIC) - still needs to be improved. 

By 7 January 2024, 800,000 Malaysians had registered on the platform. Two weeks later, less than 
five percent of Malaysians aged 18 and above, or nearly 1.4 million people, had registered1. The civil 
service was then urged to submit their information and data on the system by mid-February2. 
Following this, a spike in registrations was reported at 2.4 million as of 1 February 20243. This 
number remains low in contrast to the government’s target of 29 million registrations by the end of 
March.4  

Since its launch, PADU has surfaced a few critical issues that warrant deeper inquiry. Firstly, data 
security breaches and the Personal Data Protection Act remain concerning due to a data security 
loophole being evidenced within a week of the launch. Secondly, the need for manual registration 
may affect the reach. Even though the government indicated that PADU consolidates citizen 
information from existing agencies such as the Employees Provident Fund (KWSP) and STR 
database by Inland Revenue Board Malaysia (LHDNM), much of the information boxes in the PADU 
system remains blank and requires input.

This brief addresses the PADU system on these two fronts, assesses alternatives, and provides policy 
recommendations for a whole-of-nation database and subsidy targeting mechanism. 

Advantages of an effective well-implemented PADU system

The vision for a consolidated socioeconomic repository system brings many benefits. 

PADU enables data-informed subsidy targeting

The comprehensive system allows the government to make data-informed decisions on subsidy 
targeting and poverty reduction. For instance, the expected rollout of the targeted subsidy for RON 95 
petrol in the second quarter of 2024 would use the PADU database to identify aid recipients based on 
individual and disposable household income5. 

PADU complements existing and upcoming aid targeting

Under Rahmah’s initiative, Sumbangan Tunai Rahmah (STR) is an initiative managed by LHDNM 
from the Madani Budget. The main objective is to help households and individuals cope with the 
rising cost of living. In addition to the STR programme, poor and hard-core poor households 
categorised under the e-kasih programme are given additional assistance through Sumbangan Asas 
Rahmah (SARA). 

Table 1: Selected federal government’s cash aid programme
 

Source: Ministry of Finance Malaysia and Inland Revenue Board Malaysia.
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Name of financial 
assistance 

Type of assistance 

Sumbangan Tunai 
Rahmah (STR) 
2024 

Benefiting 8.2 million of Malaysia's adult population  
 
Up to RM2,500 will be given to households and individuals whose monthly salaries are 
below RM5,000, depending on number of children and income brackets. 

Sumbangan Asas 
Rahmah (SARA) 
2024 

RM1,200 per SARA household and RM600 for singles are allocated to over 700,000 
eligible beneficiaries 
 
RM100 per month is given to households and senior citizens without partners (RM1,200 
in total) and RM50 per month for singles (RM600 in total) for Peninsular Malaysia 
SARA recipients, while SARA assistance will be channelled twice a year to Sabah, 
Sawarak and W. P. Labuan, which is RM600 each for households and senior citizens 
without partners and RM300 for singles 

eMADANI e-cash 
2023 

Ten million Malaysian citizens aged 21 and above who are recipients of STR or have an 
annual income below RM100,000 are eligible to receive eMADANI e-cash credit 
contributions amounting to RM100 per individual. This is among the initiatives to foster a 
cashless payment culture to support the national digitalisation agenda. 

eBeliaRahmah 
2023 

One-off RM200 is credited to youths aged 18-20, including full-time undergraduate 
students, via e-wallet providers.  

5 Salim & Lim (2023). Rafizi: Govt to roll out targeted subsidy for RON95 petrol in 2H2024. The Edge Malaysia. 
https://theedgemalaysia.com/node/691492
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The database enables a better targeting system that opens up a plethora of possible intricate policies 
aimed at different groups of individuals. The canonical cash assistance programme, dubbed the 
Sumbangan Tunai Rahmah (STR), has maintained its own database to channel cash assistance to 
households and individuals based on income level. The PADU system will be expanded to allow 
targeted subsidies based on various metrics beyond income, such as age, gender, location, occupation, 
and educational level. 

The database will also be immensely useful in crisis management. For example, in the event of a 
natural disaster, the system will be able to accurately and swiftly identify affected individuals via the 
provided address. The system can also be deployed during a health crisis, where extra cash and food 
aid can be transferred directly to families with affected occupations. This system plays a key role in 
long-term positive impacts. 

PADU aims for inclusivity 

One of the important roles of PADU is to ensure that people who are eligible are not left out of 
receiving targeted subsidies, assistance, and social protection. This is particularly pertinent for single 
M40 individuals burdened by the increasing cost of living yet were previously ineligible for many of 
the government’s assistance programmes.6 Other potential beneficiaries currently falling into this 
policy void include informal workers or small business owners with uncertain income. 

It is also important to note that PADU can identify assistance and subsidies in urban and rural areas. 
Higher costs of living in the city centre may mean that city dwellers receive different rates of aid and 
subsidies despite making above the threshold of STR required salaries range. 

PADU enables policy testbed and long-term policymaking

Having a bird’s eye view of the socioeconomic landscape enables the government to roll out pilot 
programmes to test the efficiency and efficacy of various developmental strategies. For example, a 
programme to improve women’s bargaining power in the household via income injection could be 
tested by directing funds to the targeted recipients, and its efficacy can be assessed by conducting 
phone surveys with the beneficiaries. 

Besides easier targeting mechanisms, the completeness of the database means that the government 
will stand on top of a mountain of information that could be used to assess and inform long-term 
policymaking. This shifts the government’s perspective from short-term and reactive policy directives 
towards long-term and proactive decision-making. In the context of the social security and welfare 
system, this allows the government to separate chronic aid recipients from temporary ones, which 
require different follow-up interventions. For instance, those who constantly receive assistance with 
no discernible increase in income warrant a relook into the person’s job status, skillset, and upward 
mobility. On the other hand, a temporary recipient may be unlucky and require provisional support to 
get back on their feet. Effective database use will ensure that the right resource is directed towards the 
right people at the right time. 

6 Bernama (2024). PADU: Concerns of M40 singles need to be examined - Experts. Astro Awani. https://www.astroawani. 
com/berita-malaysia/padu-concerns-m40-singles-need-be-examined-experts-452618?
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Potential drawbacks of the database

While a well-implemented, well-managed, and well-utilised PADU system opens the door for the 
potential benefits listed above, the current implementation process is mired in inefficiencies, and data 
security issues.

Data security defection in the public sector

Data security breaches are one of the most pressing concerns. Even before PADU, the public sector 
had had a poor record of data protection. In 2023, these incidents reached a record high, with the 
Personal Data Protection Department receiving reports of 130 data breach cases in the first half of the 
year, a significant surge compared to the mere 30 cases documented for 20227. The Commercial 
Crime Investigation Department of the federal police also noted a substantial rise in cybercrime cases, 
escalating from 10,753 in 2018 to 19,175 in 20228. As outlined in the CyberSecurity Malaysia report, 
the government sector encountered the largest data breaches, compromising 291.49GB of data in the 
initial six months of 20239. A rundown of public sector data breaches in 2022 as follows: 

Table 2: Examples of breaches in government databases in 2022

Source: Cybersecurity ASEAN 10

These breaches not only compromise the privacy of individuals but also enable a plethora of crimes, 
whether online or offline. As studied by Kroger et al. (2021), the sensitive information obtained by 
crime syndicates is used for ransomware, targeted scams, threats of physical violence, identity theft, 
sex crime and blackmail11. 
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Date Event 

May 2022 Millions of National Registration Department (NRD) datasets containing personal 
information of Malaysians who registered for identification cards from 2000 to 2018 
were illegally uploaded to the dark web. 

September 
2022 

Hackers claiming to be from the 'grey hat' cybersecurity group have asserted that they 
successfully breached the ePenyata Gaji, a civil servant e-payslip system and gained 
unauthorised access to more than a million identity records. 

November 
2022 

The database of Malaysia's election commission (SPR) was hacked, resulting in the 
unauthorised access and theft of personal data, including registered voters’ MyKad 
numbers, full names, email addresses, passwords, residential addresses, and pictures. 
These data were sold for USD 2,000, with payment in Bitcoin or Monero. 

7

8

9

10

11

Tan, Ben (2023). Report: Malaysia’s data breach cases hit all-time high, with four-fold increase recorded in 2023. Malay 
Mail. https://www.malaymail.com/news/malaysia/2023/09/21/report-malaysias-data-breach-cases-hit-all-time-high-with- 
four-fold-increase-recorded-in-2023/92075
Ibid.
Yeoh, Angelin (2023). CyberSecurity Malaysia report: Government sectors suffered most data breaches, while telcos 
spilled over 400GB of data in H1 2023. The Star. https://www.thestar.com.my/tech/tech-news/2023/10/25/cybersecurity- 
malaysia-report-government-sectors-suffered-most-data-breaches-while-telcos-spilled-over-400gb-of-data-in-h1-2023
Haqeem, Khairul (2023). Recurring Data Breaches in Malaysia - Plain Ignorance or Just Weak Enforcement. Cybersecurity 
ASEAN. https://cybersecurityasean.com/daily-news/recurring-data-breaches-malaysia-plain-ignorance-or-just-weak-enfor 
cement
Kröger, Jacob Leon and Miceli, Milagros and Müller, Florian, How Data Can Be Used Against People: A Classification of 
Personal Data Misuses (December 30, 2021). Available at SSRN: https://ssrn.com/abstract=3887097 or 
http://dx.doi.org/10.2139/ssrn.3887097
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Manual registration and self-reporting are prone to bias, loopholes and leakages. 
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documentation or lack of knowledge on the various subsidy schemes available and the registration 
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To top it off, self-reporting is susceptible to biases. Reporting via this manner is prone to 
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self-reporting alone makes the system vulnerable to leakages, in which aid is channelled to 
undeserving individuals. There is currently a lack of mechanisms to verify the inputted data and a 
dearth of procedures to sort out information when inputted data differs from the official record from 
other agencies and existing databases. 
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Policy Recommendations: What is, should be, could be done better? 

PADU is by far the most plausible way for the government to build a standardised database for 
subsidies, assistance and social protection. This system could reduce wastage in government 
spending, avoid duplication, and increase the effectiveness of targeted assistance. This will help fight 
rising costs of living while closing the income inequality between the poor and the rich. We provide 
a few suggestions on ways to improve the PADU system. 

Database consolidation: integrating existing databases with dynamic data gathering

Data consolidation should be looked at through two lenses. On one end, the government is already 
collecting detailed information on individuals for formal purposes from income tax records and 
government programmes such as housing applications and welfare assistance. On the other end, many 
Malaysians who are not tagged into the formal system, such as small business owners, self-employed 
individuals, informal workers, the unemployed, homemakers, the elderly, and people with disabilities, 
are often not captured in the existing system. PADU should go beyond a standalone system. Hence, 
in our first recommendation, putting these two pieces together should form the foundation of the 
PADU system. 

The process should first be approached from the formal sectors, that is, looking into integrating the 
existing databases. Data consolidation across different government departments and agencies should 
be looked at to form a comprehensive database. Existing databases by the KWSP and LHDNM should 
already fill most of the necessary information requested by PADU. Under KWSP, 15.7 million 
members, which consists of formal employers, employees, and self-employed individuals, contain 
details about the employment and income of these individuals16. On top of that, the information 
gathered by LHDNM in the Rahmah Cash Assistance Scheme (STR) programme covers 8.2 million 
individuals, including information about household members, employment status and self-reported 
income. These two databases, coupled with other existing information collected by various 
government departments, should be merged to form the basis of the PADU system. 

With the government’s national record of all adult individuals in Malaysia, the first stage of data 
consolidation minimises error from manual entry, prevents leakages from false reporting, and 
identifies those without or lack an official record via the national registration system. Subsequently, 
the second phase is to fill in the gap via alternative data-gathering mechanisms from incomplete data 
or individuals not captured in the existing system. The different demographics with incomplete 
official records warrant a different data-gathering approach. 

The informal sector, representing 8.6% of the total workforce in 2021, is often overlooked in the 
various government policies17. According to the Department of Statistics Malaysia, there were about 
3.5 million informal workers in Malaysia, of whom 57% worked in the informal sector while another 
43% were in the formal sector18. The data on informal workers may not be sufficiently captured in 
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existing formal government databases. PADU-enabled digital updating of this information would be 
useful to fill this gap.
 
The role of local government in defining PADU’s success

Data reconciliation is crucial to ensure that the data is up-to-date and accurate. Information 
discrepancies should be reported and investigated further to avoid leakages and ensure that vulnerable 
groups are not left behind. Local government bodies such as village chiefs (MPKK) and state 
assembly persons (ADUN) play an important role in ensuring that every family and individual are 
taken care of and their particulars are constantly updated and included in the centralised database. 
They would also be the best channel to reach the underprivileged and vulnerable, who cannot update 
the system themselves via digital means. For instance, the local constituency leaders would act as a 
bridge in helping older people and people experiencing poverty to register and update their 
information on PADU. Furthermore, ADUN and MPKK, who work the ground, would best 
understand the demographics and needs of their constituencies. 

Cross-department data-sharing to enhance the government’s function

Relevant data from the centralised system needs to be made available to various government agencies 
based on department functions. Sharing the database across departments, including federal and state 
agencies, would go beyond aiding welfare development programmes and improving the efficiency of 
government administration. As a case in point, applications for government programmes such as 
housing and school assistance could do away with manual paper documentation and move into a 
seamless digital process with already verified information kept within the system. Beyond that, data 
sharing from the federal to the state echelons means that individuals do not need to submit stacks of 
documents for every new grant or subsidy scheme.

However, an open data system within government agencies would raise concerns about data privacy. 
Hence, we recommend that each department only be given access to data that directly concerns its job 
function. A data protocol should also be established to prevent data leakages and misuse. We also 
recommend that the government set up a data management committee to handle and review data 
breaches and provide authorisation to agencies requesting data access beyond what was given.

Upgrading and maintaining a state-of-the-art IT security system to enhance data protection

Data security is crucial for any public sector organisation, as they handle sensitive information about 
citizens and critical infrastructure. Strong access controls and multi-factor authentication to restrict 
access to sensitive data have to be in place to enhance data protection and increase confidence among 
the public. This system must scan regularly for vulnerabilities and promptly patch eventual 
irregularities. Qualified professionals are necessary to regularly educate employees on cyber threats 
and best practices for safe data handling. 

To strengthen the governance data framework, establishing a clear data governance framework 
outlining procedures for data access, management, and disposal is urgently needed to create a 
trustworthy database system. The government should also consider identifying and assessing 
potential data security risks and implement appropriate mitigation strategies. Most importantly, 
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PADU has to be transparent about data security practices and communicate potential risks and 
breaches to stakeholders. Furthermore, this is an ongoing exercise where continuous monitoring, 
assessment, and adaptation are crucial to keeping pace with evolving threats and vulnerabilities.

PADU as enabler for a long-term welfare and social policy ecosystem

Better and more complete data enables the government to roll out social programmes that are more 
inclusive, efficient, and effective. We recommend that the government use the data gathered for 
evidence-based subsidy targeting mechanisms. Data-based welfare systems, such as identifying 
needy populations, who they are, and why they remain poor, would be useful in crafting a pathway 
out of poverty. 

Very often, contextual elements play a big role. For instance, if the government finds most young 
males in a particular city or village unemployed and job insecure, the government can provide training 
schemes for this group in the local in-demand industries. On the other hand, more elderly poor in a 
particular region means that the social security system is not robust enough in the context of that 
region, whether because of the regional employment trends towards the informal sector, which does 
not enrol the workers in the public social security services like EPF and SOCSO, or that most of the 
workforce is unskilled and received low wages which now renders them vulnerable in old age.  We 
recommend that the government adopt high-quality research using the data gathered by PADU to 
inform welfare policy. 

We also recommend that the government take a long-term view of welfare and social development. 
While it is important that the poor receive essential assistance and cash assistance, which have been 
known to increase children’s education, higher household consumption of food items, and, to some 
extent, poverty reduction in the short run19 20 21 22, the reliance on government’s handout increases 
dependency and induces lower earnings amongst aid recipient compared to their peers who do not 
receive the handouts23. Hence, PADU can act as a data enabler to complement the government’s needs 
to assess the long-term implications of its policies. 

Concluding Remarks: Potential for PADU to Provide Digital One-stop Access 
to Government Services

PADU is a system that opens up many opportunities to enhance digital governance. A comprehensive 
data system reduces information asymmetry in policymaking and enables nuanced and inclusive aid 
distribution and forward-thinking policies. Data security, misuse of data, and self-reporting are 
concerns with such a system, which needs to be patched via an enhanced IT infrastructure and 
consolidation with existing databases.
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The potential of PADU traverses beyond a national databank for welfare and subsidies. The system 
has the potential to hasten our pathway towards digital governance that synthesises the two-way flow 
of information from the government to the people24.  The future of digital one-stop access to 
government services enabled by the system, in the form of a citizen-accessible and personalised 
digital ID, would be transformational in enhancing public services, spanning from renewing a driving 
license, applying for public housing, obtaining EPF information, registering for government grants, 
queuing digitally for government appointments and services, and in healthcare in the form of health 
records, diagnosis report, and making digital appointments. 
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